NGVA HOW TO CONNECT TO EDUROAM

SCHOOL

Author: IT Services

OS: Windows 11
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Last reviewed: 16/01/2026

This document provides step-by-step instructions for configuring access to the eduroam wireless
network on Windows operating systems.

It includes instructions for both the most recent Windows versions and older releases, as the
configuration steps may differ slightly.

By following these guidelines, users will be able to securely connect using their institutional credentials.
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Eduroam Automatic Connection

Select the icon on the taskbar in the lower-right corner to access the internet. The icon will
resemble one of the images shown below.

From the list of available networks, select eduroam and choose Connect.

¢ WiFi

"" eduroam

Secured

Connect automatically

Windows will prompt you for your credentials while connecting to the eduroam network.

2 username@novaims.unl.pt
@ password

& WiFi

"* eduroam

Secured

Enter your user name and password

"assword
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A prompt will appear asking if you wish to continue connecting. Click Connect to confirm and
establish the connection to eduroam.

& WiFi &

Continue connecting?
If you expect to find edurcam in this location,
go ahead and connect. Otherwise, it may be a

different networl with the same name.
Show certificate details

Once authentication is successful, the status will change to Connected. It may briefly appear as
Limited. You will then be connected to the eduroam network.

& WiFi

"" eduroam

Connected, secured

Disconnect

If the connection has been established, the setup is complete and you may close the
tutorial.

If you are unable to establish the connection, please proceed with the tutorial.
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Ecduroam Manual Connection

Open the Start Menu and select Control Panel.

.r. Q Search

Best match

Control Panel

On Network and Internet tab click View network status and tasks.

Adjust your computer’s setting

User Accounts
™ “hange account type
with File History - g yP
w E Appearance and Personalization
Metwork and Internet

View network status and tasks ‘-'1-‘
‘dware and Sound

Adjust commonly used mobility settings

Optimize .i:ual .Ilspla_,
Programs

Uninstall a program

Get programs
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Next, click Set up a new connection or network.

Change your networking settings

+$ Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Select Manually connect to a wireless network from the available options and click Next.

#7 Set Up a Connection or Network

Choose a connection option

M, Connect to the Internet
=~ Set up a broadband or dial-up connection to the Internet.

Set up a new network
= Set up a new router or access point.

B Manually connect to a wireless network

==z Connect to a hidden network or create a new wireless profile,

l Connect to a workplace

Set up a dial-up or VPN connection to your workplace,
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Complete the fields with the following settings for the new network:

2 Network Name: eduroam
@ Security Type: WPA2-Enterprise
@ Encryption Type: AES

I Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name:

Security type:

Encryption type:

Security Key: [ ] Oidech

Start this connection automatically

[] Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

Click Change connection settings.

ﬁ Manually connect to a wireless network

Successfully added eduroam

< Change connection settings
Open the connection properties so that | can change the settings.
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Switch to the Security tab and select Settings.

Connection

Security type: VPA2-Enterpri

Encryption type:

Remember my credentials for this connection each

time I'm logged on

Advanced settings
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Uncheck Verify the server’s identity... and click Configure...

When connecting:

| Verify the server's identity by validating the certificate

|:| Certum Trusted Me CA
] class 3 Public Primary Certification Authority
OMODC Certification Authority

Secured password (EAP-MSCHAFP wZ)

Enable Fast Reconnect
[ ] Disconnect if server does not present cryptobinding TLY

[ Enable Identity Privacy |:|

Uncheck Automatically use my Windows logon... and click OK.

When connecting:

n Automatically use my Windows logon name and

password (and domain i arry).
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Enable Specify authentication mode, then use the dropdown menu and select User
Authentication option.

802.1¥ settings | 802, 11 settings

Spedfy authentication mode: —I

ser authentication
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Switch to the 802.11 setting tab, unable the Enable Pairwise... option and click OK.

Fast roaming

[ ] Enable Pairwise Master Key (PMK) caching

rocessing Standards (FIPS)
compliance for this network

From the list of available networks, select eduroam and choose Connect.

& Wi-Fi

*"‘ eduroam
Action needed

Connect automatically
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Windows will prompt you for your credentials while connecting to the eduroam network.

2 username@novaims.unl.pt
@ password

== Windows Security

Sign in

User name

User name

Password

Password

Comain:

Once authentication is successful, the status will change to Connected. It may briefly appear as
Limited. You will then be connected to the eduroam network.

& WiFi

== eduroam
L]

Connected, secured

Disconnect
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