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Eduroam Wireless Network Configuration

Author: IT Services
Date: 04/04/2023

Objective: Describe the procedure to configure the access to Eduroam Wireless Network

Prerequisites: Windows 11 Operating System
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1 Introduction

This document aims to explain the configuration process to access Eduroam wireless network on
Windows 11.
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2  Configuration

To configure the access to Eduroam Wi-Fi follow the steps below:

1. Click the search icon on the toolbar:

am Q L

2. Type Control Panel:

Q Control Panel']

& » Apps Documents Web Settings People Foldi B E

Best match

Control Panel
App

| &2

Settings Control Panel
App
& System >

Search school and web @ open

o control panel - See school and web

results
Recent

control panel open > -
" "
& Network and Sharing Center
control panel windows 10 >
control panel settings

control panel kw

control panel home

control panel app

e i@ 9 lor tel le) e

control panel control

HQLOD-CBO&aE
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3. After opening the Control Panel, click on Network and Internet:

[£2] Control Panel

& > ~ /N [E> Control Panel

Adjust your computer's settings View by: Categary ¥

System and Security User Accounts
Review your computer's status y Change account type
Save backup copies of your files with File History

Backup and Restore (Windows 7)

Network and Internet

View network status and tasks Clock and Region

Appearance and Personalization

Hardware and Sound Change date, time, or number formats

View devices and printers Ease of Access
Add a device Let Windows suggest settings
Adjust commonly used mobility settings Optimize visual display

Programs
Uninstall a program
Get programs

4, Click on Network and Sharing Center:

H Network and Internet

& > ~ 4 @5 ControlPanel > Networkand Internet @]

KL Network and Sharina Center
" View network status and tasl Connect to a network | View network computers and devices
£l

Internet Options
Hardware and Sound Change your homepage | Manage browser add-ons | Delete browsing history and cookies

Control Panel Home

System and Security
Network and Internet

Programs
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access
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5. Click on Set up a new connection or network:

.F Network and Sharing Center

™ a{' > Control Panel » Network and Internet > Network and Sharing Center

View your basic network information and set up connections

Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing isegi.unl.pt Access type: Internet
settings Domain network Connections: aill Wi-Fi (wifi_novaims)
Media streaming options

Change your networking settings

ﬁ- Set up 2 new connection or network
-

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also
Internet Options

‘Windows Defender Firewall

6. Select Manually connect to a wireless network and click on Next:

el »

W Y & %‘ Set Up a Connection or Network

W you
Choose a connection option
isegi.
Domi
Connect to the Internet
Set up a broadband or dial-up connection to the Internet.
ngey

e ihf Set up a new network

-,

«w#, Setup anew router or access point.

@ . Manually connect to a wireless network
e

Connect to a hidden network or cr new wireless profi

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Cancel
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7. Fill the fields with the following information:
e Network name: Eduroam;
e Security type: WPA2-Enterprise;
o Encryption type: AES.

8. Check Start this connection automatically:

flew your hacic netwnrk infarmation and cet 11N cannectinne

- X
IEW your |
<« I;H Manually connect to a wireless network
isegi.u
Domai ) . .
Enter information for the wireless network you want to add
hange yo
Network name: eduroam
s
- | )
1 Security type: WPA2-Enterprise ~
:_ | Encryption type: AES
|
Security Key: Hide characters
‘ Start this connection automat@
[ ] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.
Next Cancel
9. Click “Next”
UNIVERSIDADE NOVA DE LISBOA
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7.

el > "

iew

ew you

Domi

1ange y

b

@

Click on Change connection settings:

Q‘ Manually connect to a wireless network

Successfully added eduroam

.= Change connection settings
' Open the connection properties so that | can change the settings.

Close
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8. Click on the Security tab:
eduroam Wireless Network Properties X
Cunnectinn ngs.
Name: eduroam
SSID: eduroam
Network type: Access point

Network availability:  All users

Connect automatically when this network is in range

C] Look for other wireless networks while connected to this
network

Connect even if the network is not broadcasting its name
(SSID)

UNIVERSIDADE NOVA DE LISBOA

- § |
IMS — NOVA Information Management School



Information
Management
School
9. Click on Settings:
eduroam Wireless Network Properties X
Connection Security ngs
Security type: WPAZ2-Enterprise A
Encryption type: AES A

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) w @
Remember my credentials for this connection eac

time I'm logged on

k| I

Advanced settings

UNIVERSIDADE NOVA DE LISBOA

- § |
IMS — NOVA Information Management School



Information

Management

School
10. Unselect Verify the server’s identity by validating the certificate:
ucg Protected EAP Properties X

When connecting:

@Eiﬁr the server's identity by validating the certificate ’

Connect to these servers (examples:srvl;smv2;. *\.srv3\.com): <.

A A A

Certificate Services

[] Baltimore CyberTrust Root I
[ ] certum Trusted Network CA

[ ] class 3 Public Primary Certification Autharity

[ ] pigicert Assured ID Root CA

[ ] pigicert Global Root CA

[ ] pigicert Global Root G2

L ]

Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) 2 Configure...
Enable Fast Reconnect

[ ] Disconnect if server does not present cryptobinding TLV
[ ]Enable Identity Privacy

UNIVERSIDADE NOVA DE LISBOA

¥}
IMS — NOVA Information Management School



Information
Management
School

11. Click on Configure:

Protected EAP Properties >

When connecting:

[] Verify the server's identity by validating the certificate

Connect to these servers (examples:srv1;srv2;, =\ srv3\. com):

[l 224 Certificate Services
[] ealtimore CyberTrust Root

[] certum ca

[ certum Trusted Network CA

[T] class 3 Public Primary Certification Autherity

[] comoDpo Certification Autharity

[] comoDo RSA Certification Authority W
< »

Motifications before connecting:

Tell user if the server name or root certificate isn't spedified

Select Authentication Method: \

Secured password (EAP-MSCHAP v2) ~ l

Enable Fast Reconnect
[ ] Disconnect if server does not present cryptobinding TLY
[]Enable 1dentity Privacy

0K Cancel
12. Unselect Automatically use my Windows logon name and password and click OK:
EAP MSCHAPvZ Properties X

When connecting:

utomatically use my Windows logon name and
assword (and domain if any).

13. Click OK again.

UNIVERSIDADE NOVA DE LISBOA

IMS — NOVA Information Management School



Information
Management
School

14, Click on Advanced Settings:

eduroam Wireless Network Properties X

Connection Security !

Security type: WPAZ-Enterprise W

Encryption type: AES w

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) b Settings

Remember my credentials for this connection each
time I'm logged on

l Advanced settings

oK Cancel
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15. Select the field Specify authentication mode, choose User authentication, and click OK:
' Advanced settings X
" 802.1% settin

Specify authentication mode:

User authentication Save credentials
n
Delete credentials for all user:
(] Enable single sign on for this network
h
| Perform immediately before user logon
W
— Perform immediately after user logon
i Maximurm delay (seconds): 10 =
Allow additional dialogs to be displayed during single
sign on
This network uses separate virtual LANsS for machine
and user authentication
[

16. Click OK again.
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17. Click on the tab 802.11 settings, unselect the field Enable Pairwise Master Key (PMK)
caching, then press OK:

Advanced settings #

i
802.1X settingg 802.11 settings
yast roaming

[ ]Enable Pairwise Master Key (PMK) caching

128

4k

This network uses pre-authentication

58]
4k

[ ]Enable Federal Information Processing Standards (FIPS)
compliance for this network

16 1 | =5 | =

18. Click OK again;
19. Click on Close.

20. Go to the bottom right corner near the clock and click the network symbol:

ENG 18:04 E
PT  04/04/2023 1
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21. Click on the Eduroam network:

eduroam
MEO-C6EOQED
novaims_guest

Hidden Network

Network & Internet settings

Change settings, such as making a connection metered.

7 2P

Airplane mode

ENG 18:08 D
PT  04/04/2023
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22. When prompted, insert your e-mail address and password as in the example below.
eduroam
Secured
Checking network requirements
Cancel
Windows Security *
Sign in
userl@novaims.unl.pt X
ssssssssesese

Domain: novaims.unl.pt

QK Cancel

rk & Internet settings

iches de Ecrd :|3: Co Airplane mode

ENG 18:39
PT  04/04/2023
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23. When connected it should appear like this:

& eduroam
Connected, secured

Properties

Disconnect

ﬁ/r; novaims_guest

e e MEO-C6EOED
(]

ﬂ@ Hidden Network

Network & Internet settings

P «»
Mobile
Airplane mode hotspot

Tam=m zJd

ENG 18:41 =)
PT  04/04/2023 2
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